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» Tri-speed (10/100/21000BASE-T) copper interfaces
® Auto-negotiation for port speed and duplex mode
® Auto MDI/MDI-X
» SFP+ fiber interface
® 1GBASE-X/10GBASE-R
» Transceivers
® current/rx-power/temperature/tx-power
® voltage/high-low alarm and warning
® Digital Diagnostic Monitoring (DDM)
» Flow Control
® |EEE 802.3x for full duplex mode
® Back-Pressure for half duplex mode
Jumbo frames: 9 KB
Broadcast/Multicast/ Unknown Unicast Storm Control
Link aggregation
® Static link aggregation
® 802.3ad with LACP
® Unicast/Multicast load balance over trunk port
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» Spanning Tree Protocol

® |EEE 802.1D Spanning Tree Protocol (STP)
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
BPDU Guard



BPDU filtering
Root Guard

BPDU transparent
Loopback detection

» VLANs

Supports 4K VLAN

Port-based VLAN

IEEE 802.1Q VLAN

GVRP (256 VLAN)

IEEE 802.1v Protocol-based VLAN
IP Subnet-based VLAN
MAC-based VLAN

Voice VLAN

Traffic Segmentation
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» IGMP Snooping
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IGMP Proxy reporting

IGMP v1/v2/v3 snooping
IGMP Filtering

IGMP Throttling

IGMP Immediate Leave
IGMP Querier

IGMP mrouter-forward mode
IGMP router-port-expire-time
IGMP tcn-flood

IGMP tcn-query-solicit

IGMP unregistered-data-flood

MVR (Multicast VLAN Registration): Supports 5 multicast VLANs
Port mirroring

Remote port mirror (RSPAN)
Non-Spanning Tree Loopback detection
Port security

Dynamic Arp Inspection

ERPS

CFM

OAM

UuDLD

Cable-diagnostics

L2+ Ihe
» Unicast Routing
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® Static Unicast Routes
ARP

Qos IhfE

>

Y V V

Scheduling for priority queues
® WRR Priority Scheduling
® Strict Pritory Scheduling

® Hybrid(DRR/WRR + Strict)
COS

DiffServ

Number of Priority Queues

® 8 queues/port
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® Radius client

® Tacasc+ client

802.1X

® |ocal/radius Authentication
® Port-based Authentication
® Mac-based Authentication
HTTPS and SSL(v3)

SSH V2.0

DHCP Snooping

® Option 82

IP Source guard

DoS Protection

ACL (3i[a)dz=Hil%13R)
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L2/L3/L4

Ingress

Egress

Statistics

Global ACL
IPv4/IPv6/MAC/ARP ACL

IPv6
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IPv4/IPv6 Dual Protocol Stack
IPv6 Address Type

® Unicast

® Multicast

ICMPV6

IPv6 Neighbor Discovery

IPv6 Neighbor Discovery Snooping
Manual Configuration

IPv6 DHCP client

IPvé DHCP Snooping

MVR over IPv6

SNMP over IPv6

HTTP over IPv6

SSH over IPv6

Telnet over IPv6
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Switch Management

® CLI via console port or Telnet

® Web management

® SNMP v1, v2c, v3

IP clustering (32 members)

Firmware & Configuration:

® Firmware upgrade via TFTP/HTTP/FTP server
® Dual images

® Multiple configuration files

® Configuration file upload/download via TFTP/HTTP/FTP server
® Firmware auto upgrade

RMON (groups 1, 2, 3 and 9)

MIB I

DHCP/BOOTP

® Client

® Relay

® DHCP dynamic provision option 66,67
SNTP/NTP

DNS client

Syslog

SMTP

Supports LLDP (802.1ab)

Ping

Traceroute

SFlow



